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The complexity of cryptographic primitives has been central to the study of cryptography. Much of
the work in the field focuses on establishing reductions between different primitives, typically building more
sophisticated primitives from simpler ones. Reductions imply relative measures of complexity among different
functionalities, and over the years have resulted in an expansive hierarchy of assumptions and primitives, as
well as separations between them.

At the center of cryptographic complexity lie one-way functions (OWFS): their existence is the minimal
assumption necessary for nearly all classical cryptography [IL89, LR86, IL.89, ILL89]. One-way functions are
equivalent to so-called “minicrypt” primitives like pseudorandom generators, pseudorandom functions and
symmetric encryption; but provably cannot imply key exchange when used in a black-box way [IR90, BM09]*.
Thus, the existence of key exchange is believed to be a stronger assumption than the existence of one-way
functions. Oblivious transfer (OT) — equivalently, secure computation — is believed to be even stronger:
it implies key exchange, but cannot be obtained from black-box use of a key exchange protocol [MMP14].

The importance of OT stems from the fact that it can be used to achieve secure computation, which is a
central cryptographic primitive with widespread applications. In a nutshell, secure computation allows mu-
tually distrusting participants to compute any public function over their joint private inputs while revealing
no private information beyond the output of the computation.

The Quantum Landscape. The landscape of cryptographic possibilities changes significantly when par-
ticipants have quantum computation and communication capabilities. For one, unconditionally secure key
distribution (quantum key distribution/QKD) becomes possible [BB84, May96]. Moreover, quantum oblivi-
ous transfer (QOT) is known to be achievable from special types of commitments, as we discuss next.
Bennett, Brassard, Crepeau and Skubiszewska [BBCS92] first proposed a protocol for QOT by using
quantum bit commitments. The central idea in these QKD and QOT protocols is the use of (what are now
known as) “BB84 states”. These are single qubit states encoding either 0 or 1 in either the computational or
Hadamard basis. Crucially, measuring (or essentially attempting to copy the encoded bit) in the wrong basis
completely destroys information about the encoded bit. The original [BBCS92] paper heuristically argued
security of the proposed OT protocol, and subsequently, Mayers and Salvail [MS94] proved that the protocol
from [BBCS92] is secure against a restricted class of attackers that only perform single-qubit measurements.
This was later improved by Yao [Yao95], who extended this result to handle general quantum adversaries.
By an unfortunate historical accident, the aforementioned security proofs claimed the [BBCS92] QOT
could be information-theoretically secure, since at the time it was believed that information-theoretic quan-
tum bit commitment was possible [BCJL93]. Several years later, Mayers [May97] and Lo and Chau [LC97]
independently proved the impossibility of information-theoretic quantum bit commitment, and as a conse-
quence, the precise security of [BBCS92] QOT was once again unclear. This state of affairs remained largely
unchanged until 2009, when Damgard, Fehr, Lunemann, Salvail, and Schaffner [DFLT09] proved that bit
commitment schemes satisfying certain additional properties, namely extraction and equivocation, suffice to

1In particular, [IR90, BM09] showed that there cannot exist a key exchange protocol that only has oracle access to the
input/output behavior of a one-way function, and makes no additional assumptions. Then [Dacl6] ruled out the possibility of
certain types of key exchange protocols that also make use of the code of a one-way function. Constructions of key exchange from
one-way functions have eluded researchers for decades. This, combined with the aforementioned negative results, is considered
to be evidence that key exchange is a qualitatively stronger primitive than one-way functions in the classical regime. In fact,
Impagliazzo [Imp95] stipulates that we live in one of five possible worlds, of which Minicrypt is one where one-way functions
exist but classical public-key cryptographic primitives do not.



obtain QOT [BBCS92]. [DFLT09] called their commitments dual-mode commitments, and provided a con-
struction based on the quantum hardness of the learning with errors (QLWE) assumption. We remark that
assumptions about the hardness of specific problems like QLWE are qualitatively even worse than general
assumptions like QOWEFs and QOT. Thus, the following basic question remains:

Do quantum-hard one-way functions suffice for quantum oblivious transfer?

Quantum OT: The Basis of Secure Quantum Computation. There is a natural extension of secure
computation to the quantum world, where Alice and Bob wish to compute a quantum circuit on (possibly
entangled) quantum input states. This setting, usually referred to as secure quantum computation, has been
previously studied and in fact has a strong tradition in the quantum cryptography literature.

Secure quantum computation was first studied by [CGS02, BCG T 06], who obtained unconditional maliciously-
secure general multi-party quantum computation with honest majority. The setting where half (or more)
of the players are malicious requires computational assumptions due to the impossibility of unconditionally
secure quantum bit commitment [May97, LCIT7].

In this computational setting, [DNS10, DNS12] showed the feasibility of two-party quantum computation
(2PQC) assuming post-quantum OT. More recently, [DGJ " 20] constructed maliciously-secure general multi-
party quantum computation (MPQC) secure against a dishonest majority from any maliciously-secure post-
quantum multi-party computation (MPC) protocol for classical functionalities, which can itself be obtained
from post-quantum OT [ABG*20].

Nevertheless, the following natural question has remained unanswered:

Can secure (quantum) computation be obtained from quantum-hard one-way functions?

Our Results

Our main result is the following:
Quantum oblivious transfer can be based on the assumption that quantum-hard one-way functions exist.

This in turn implies secure two party computation of classical functionalities, in the presence of quantum
computation and communication capabilities, from the same assumption [Kil88]. The latter can then be
used to obtain secure two-party quantum computation, by relying on the work of [DNS12]. QOT can also be
used to obtain multi-party secure computation of all classical functionalities [[PS08], in the presence of quan-
tum computation and communication capabilities, and additionally assuming the existence of authenticated
channels. By relying on [DGJ720], this also implies multi-party secure quantum computation.

In summary, our main result implies that: (1) quantum-hard OWFs imply 2PQC and (2) assuming the
existence of authenticated channels, quantum-hard OWFs imply MPQC.

This provides a further potential separation between the complexity of cryptographic primitives in the
classical and quantum worlds. In the former, (two-party) secure computation is only known from special
types of enhanced public-key encryption schemes or from the hardness of specific problems, both of which
are believed to be much stronger assumptions than one-way functions. But in the quantum world, prior to
our work, (two-party) secure computation was only known from the commitments required in the protocol
of [DFLT09], which can be based on QLWE following [DFLT09], or post-quantum OT (implicit in [HSS11,
ABGT20]) — but were not known to be achievable from quantum-hard one-way functions.

Primary Tool: Stand-Alone Extractable and Equivocal Commitments. As discussed earlier in
the introduction, [DFLT09] show that simulation-secure OT can be obtained from commitments satisfying
certain properties, namely extraction and equivocation.

e Extraction informally requires that there exist an efficient quantum “extractor”, that with access to a
quantum committer, is able to extract its committed value.



e Equivocality informally requires that there exist an efficient quantum simulator, that with access to a
quantum receiver, is able to open a commitment to any value of its choice.

The two properties are crucial for proving simulation security of the [BBCS92] OT protocol: extraction
for receiver security, and equivocality for sender security. Our key technical contribution, that may be of
independent interest, is the following:

Ezxtractable and equivocal commitments can be based on the assumption that
quantum-hard one-way functions exist.

We obtain this result via the following technical steps.

o Quantum Extractable Commitments from Quantum-Hard One-Way Functions. We build on the [BBCS92,
DFL*09, BF10] protocols to obtain an extractable commitment that leverages quantum communica-
tion and can be based on the existence of quantum-hard one-way functions. This is in contrast to
existing approaches (eg., [ISS11]) that rely on qualitatively stronger assumptions like classical OT
with post-quantum security.

e From FEaxtractable Commitments to Extractable and Equivocal Commitments. Our second technical
contribution is a generic unconditional compiler from quantum extractable commitments to quantum
extractable and equivocal commitments. Such compilers are known in the classical setting, but break
down in the setting of quantum communication due to the need to make non-black-box use of the
underlying commitment. For example, one way to obtain the equivocality property is as follows. In
the opening phase, to open to a bit b, the committer does not send the randomness used to commit to
b in the clear. Instead, the committer sends a zero-knowledge proof for the NP statement that there
exist randomness consistent with the commitment, and opening to b.

Unfortunately, this technique fails when the commitment involves quantum communication, since the
statement to be proven is no longer an NP statement (nor a QMA statement). Therefore, we build a
new protocol that only makes black-box use of the underlying commitment, and leverages Watrous’s
rewinding lemma in the proof of equivocality [Wat06].

Plugging our quantum commitments into the [BBCS92] framework yields a final QOT protocol with
an interaction pattern that readers familiar with [BB84, BBCS92] may find curious: the sender sends the
receiver several BB84 states, after which the receiver proves to the sender that it has honestly measured
the sender’s BB84 states by generating more BB8/ states of their own and asking the sender to prove that
they have measured the receiver’s BB8/ states! An intriguing open question is whether obtaining QOT from
one-way functions requires two-way quantum communication or, alternatively, quantum memory.2

Additional Related Work. The protocol in [DFL109] can be instantiated [BF10, FUYZ20] with weaker
types of commitments (in particular, statistically binding, computationally hiding commitments) to obtain
a weaker version of OT, which only satisfies indistinguishability-based security, and not the standard notion
of simulation-based security. Such commitments can be obtained from quantum-hard one-way functions.
But this weaker notion is not typical in the classical OT literature and falls short of guaranteeing that the
view of a quantum polynomial-time adversary can be efficiently simulated given the input and/or output
of the protocol. More crucially, this notion is not known to imply standard (simulation-based) notions of
secure multi-party computation. Our focus in this work is on achieving the (standard) simulation-based
notion of security for OT — this suffices to instantiate the aforementioned compilers and achieve standard
simulation-based secure quantum computation. Achieving simulation-based OT, specifically one that admits
an efficient (quantum) simulator involves developing multiple new protocols, that we discuss in the technical
overview of the main paper.

2Removing one direction of quantum communication would require the honest parties to be entangled and subsequently
perform quantum teleportation.
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Oblivious Transfer is in MiniQCrypt
Alex B. Grilo* Huijia Linf Fang Song* Vinod Vaikuntanathan9

Quantum computing and modern cryptography have enjoyed a highly productive relationship since
the conception of both fields. On the one hand, quantum computers can be used to break many widely
used cryptosystems [38]. On the other hand, quantum resources have helped us realize cryptographic
tasks that are otherwise impossible [4,9,12,41,43].

Notably, the groundbreaking protocol for quantum key-distribution [4] raised the tantalizing
possibility of realizing cryptographic primitives unconditionally with quantum resources. A natural next
target is oblivious transfer (OT), a versatile cryptographic primitive, which in particular enables secure
multiparty computation (MPC) of any polynomial-time computable function [20, 28,29]. Oblivious
transfer allows a receiver Bob to obtain one out of two secret bits that the sender Alice owns. The OT
protocol must ensure that Alice does not learn which of the two bits Bob received, and that Bob learns
only one of Alice’s bits and no information about the other.

Bennett, Brassard, Crépeau and Skubiszewska (BBCS) [5] constructed a quantum OT protocol
given an ideal bit commitment protocol. Unfortunately, unconditionally secure commitment [32,34] and
unconditionally secure OT [11,31] were soon shown to be impossible even with quantum resources.

However, given that bit commitment can be constructed from one-way functions (OWF) [23,35], the
hope remains that OT, and therefore a large swathe of cryptography, can be based on only OWF together
with simple quantum computation/communication.! Drawing our inspiration from Impagliazzo’s five
worlds in cryptography [25], we call such a world, where post-quantum secure one-way functions
(pqOWF) exist and quantum computation and communication are possible, MiniQCrypt. The question
that motivates this paper is:

Do OT and MPC exist in MiniQCrypt?

Without the quantum power, this is widely believed to be impossible. That is, given only OWFs,
there are no black-box constructions of OT or even key exchange protocols [26,37]. The fact that [4]
overcome this barrier and construct a key exchange protocol with quantum communication (without
the help of OWFs!) reinvigorates our hope to do the same for OT. In this work, we finally give a positive
answer to the previous question, by showing that OT and MPC do exist in MiniQCrypt.

Aren’t We Done Already? At this point, the reader may wonder why we did not have an affirmative
answer to this question already before, by combining the BBCS protocol based on bit commitments,
with a construction of bit commitments from pqOWF [23, 35]. Although this possibility was mentioned
already in [5], where they note that “...computational complexity based quantum cryptography is
interesting since it allows to build oblivious transfer around one-way functions.”, attaining this goal
remains elusive as we explain below.

First, proving the security of the [5] OT protocol (regardless of the assumptions) turns out to be a
marathon. After early proofs against limited adversaries [33,44], it is relatively recently that we have a
clear picture with formal proofs against arbitrary quantum polynomial-time adversaries [8,13, 14, 39].
Based on these results, we can summarize the state of the art as follows.

*Sorbonne Université, CNRS, LIP6 T University of Washington * Portland State University ¥ MIT
!In particular, in the BBCS protocol, the parties only need to create, send and measure BB84 states.



Using Ideal Commitments: If we assume an ideal commitment protocol, formalized as universally com-
posable (UC) commitment, then the quantum OT protocol can be proven secure in strong simulation-
based models, admitting secure sequential composition or even concurrent composition in a network
setting (i.e., the quantum UC model) [8,13,18,39]. However, UC commitments, in contrast to vanilla
computationally-hiding and statistically-binding commitments, are powerful objects that do not live in
(classical) Minicrypt. In particular, UC commitments give us key exchange protocols and are therefore
black-box separated from Minicrypt.

Using Vanilla Commitments: If in the [5] quantum OT protocol we use a vanilla statistically-binding
and computationally hiding commitment scheme, which exists assuming a pqOWF, the existing proofs,
for example [8], fall short in two respects.

First, for a malicious receiver, the proof of [8] constructs only an inefficient simulator. Roughly
speaking, this is because the OT receiver in [5] acts as a committer, and vanilla commitments are
not extractable (explained shortly below). Hence, we need an inefficient simulator to extract the
committed value by brute force. Inefficient simulation makes it hard, if not impossible, to use the OT
protocol to build other protocols (even if we are willing to let the resulting protocol have inefficient
simulation). Our work will focus on achieving the standard ideal/real notion of security [19] with
efficient simulators.

Secondly, it is unclear how to construct a simulator (even ignoring efficiency) for a malicious sender.
Roughly, the issue is that simulation seems to require that the commitment scheme used in [5] be
secure against selective opening attacks, which vanilla commitments do not guarantee [3].

Using Extractable Commitments: It turns out that the first difficulty above can be addressed if we assume
a commitment protocol that allows efficient extraction of the committed value — called extractable
commitments. Constructing extractable commitments is surprisingly challenging in the quantum world
because of the difficulty of rewinding quantum adversaries. Moreover, to plug into the quantum OT
protocol, we need a strong version of extractable commitments from which the committed values can be
extracted efficiently without destroying or even disturbing the quantum states of the malicious committer;?
a property that is at odds with quantum unclonability and rules out several extraction techniques used
for achieving arguments of knowledge such as in [40]. In particular, we are not aware of a construction
of such extractable commitments without resorting to stronger assumptions such as LIWE [1,6] or PKE
in the common reference string (CRS) model, which takes us out of Minicrypt.

To summarize, as tempting as it appears, securely realizing quantum OT from pqOWFs remains
unaccomplished.

Our results. In this paper, we finally prove the longstanding (but previously unproved) claim.

Theorem 1 (Informal). Assuming that pqOWFs exists, there exists a quantum protocol for oblivious
transfer in the plain model that is simulation-secure against malicious quantum poly-time adversaries.

Our main technical contribution consists of showing a construction of an extractable commitment
scheme based solely on pgOWFs and using quantum communication. Our construction involves three
ingredients. The first is vanilla post-quantum commitment schemes which exist assuming that pgqOWFs
exist [35]. The second is post-quantum zero-knowledge protocols which also exist assuming that
pqOWFs exist [42]. The third and final ingredient is a special multiparty computation protocol called
conditional disclosure of secrets (CDS) constructing which in turns requires OT. This might seem circular
as this whole effort was to construct an OT protocol to begin with! Our key observation is that the CDS
protocol is only required to have a mild type of security, namely unbounded simulation, which can be

2This is because when using extractable commitment in a bigger protocol, the proof needs to extract the committed value
and continue the execution with the adversary.



achieved with a slight variant of the [5] protocol. Numerous difficulties arise in our construction, and
in particular proving consistency of a protocol execution involving quantum communication appears
difficult: how do we even write down an statement (e.g., NP or QMA) that encodes consistency?
Overcoming these difficulties constitutes the bulk of our technical work.

We notice that just as in [4, 5], the honest execution of our protocols does not need strong quantum
computational power, since one only needs to create, send, and measure BB84 states.

In turn, plugging our OT protocol into the protocols of [16,17,28,39] (and using the sequential
composition theorem [22]) gives us secure two-party computation and multi-party computation (with
a dishonest majority) protocols, even for quantum channels.

Theorem 2 (Informal). Assuming that pqOWFs exist, for every classical two-party and multi-party
functionality F, there is a quantum protocol in the plain model that is simulation-secure against malicious
quantum poly-time adversaries. Under the same assumptions, there is a quantum two-party and multi-party
protocol for any quantum circuit Q).

Finally, we note that our OT protocol runs in poly(\) number of rounds, where ) is a security
parameter, and that is only because of the Zero-Knowledge (ZK) proof. Watrous’ ZK proof system [42]
involves repeating a classical ZK proof [7,21] sequentially. A recent work of Bitansky and Shmueli [6]
for the first time constructs a constant-round quantum ZK protocol (using only classical resources)
but they rely on the strong LWE assumption, which does not live in Minicrypt. Nevertheless, in
the common random string (CRS) model, we can instantiate the zero-knowledge protocol using a
Witness Indistinguishability (WI) protocol, which can be implemented in a constant number of rounds
based on pqOWF. Moreover, this modification allows us to achieve straigh-line simulators, leading to
universally-composable (UC) security [10]. Therefore, this modification would give us the following
statement.

Theorem 3 (Informal). Constant-round oblivious transfer protocols in the common random string (CRS)
model that are UC-simulation-secure against malicious quantum poly-time adversaries exist assuming that
post-quantum one-way functions exist and that quantum communication is possible.

Why MiniQCrypt? Minicrypt is one of five Impagliazzo’s worlds [25] where OWFs exist, but public-key
encryption (PKE) schemes do not.

Minicrypt is robust and efficient. It is robust because there is an abundance of candidates for
OWFs that draw from a variety of sources of hardness, and most do not fall to quantum attacks. In
contrast, Cryptomania, the world where PKE schemes do exist, seems fragile and, to some skeptics,
even endangered due to the abundance of subexponential and quantum attacks, except for a handful
of candidates. It is efficient because the operations are combinatorial in nature and amenable to very
fast implementations; and the key lengths are relatively small owing to OWFs against which the best
known attacks are essentially brute-force key search.

Consequently, much research in (applied) cryptography has been devoted to minimizing the use
of public-key primitives in advanced cryptographic protocols [2,27]. However, complete elimination
seems hard. In the classical world, we can construct pseudorandom generators and digital signatures in
Minicrypt, but not key exchange, PKE, OT or secure computation protocols. With quantum communi-
cation becoming a reality [15, 24,30, 36], we have the ability to reap the benefits of robustness and
efficiency that Minicrypt affords us, and construct powerful primitives such as oblivious transfer and
secure computation that were so far out of reach.
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